OpenVPN fR5525#5

EZNE AP
45 #%: CentOS5.2 %S ii: XPsp2
HAbEAF:  openvpn-2.0.9.tar.gz

openvpn-2.0.9-gui-1.0.3-install.exe

1z0-2.03.tar.gz
openssl & Cent0S 5.2 [

NTRadPing.exe  radius Wllit#%

pam_mysql-0.7RC1.tar.gz
radiusplugin_v2.0c.tar.gz
libgcrypt-1.2.4.tar.gz
libgpg-error-1.5.tar.bz2

="

P AT MR ER 24 VMware Workstation 5.5.1 58 %

(—) #% OpenVPN Server % HE=

ZEE2 S
VPN client VPN server LR pe b
- - -
ip:192,168. 80,132 lan ip:1T2.18,2.30 IP:172.18. 2, 202

vir_ip:10,9.0.6 wan_ip:192. 168, 80.129  GW:172. 18 2.30
vir_gw:10.9.0.5 vir_ip:10.9.0.1
vir gwil0.9,0.2

B #5d—5 OpenVPN Server it 75 1) 53 Tt A LU S AR5 i) 31 28 ) Jry sk 199 o (3 5 ¢

OpenVPN Server ZEAW e : &7 AR 720, AE 7 AR HUET AIE, Bl &

FH tun CEE tap BE &0

1. %% CentOS

KBTS T

. %] SELinux , iptables
2. &% OpenVPN

a) Ko openssl &AL wd. (—RGCH W)

[root@localhost ~]# Whereis openssl

UERARI R G0 OpenSSLPE, fRTTEE R 3RI 224

b) % Izo

AR ARAEAE I VPNE S (R S A4 e, B IR ALR OpenVPN 23 — MRPMAY, %

%2170 Library.

N#K: http://www.oberhumer.com/opensource/lzo/download/lzo-2.03.tar.gz

fift s B /root/Scripts H &9, i BT A AT BIAF RN AN H 5%


http://www.openssl.org/
http://www.oberhumer.com/opensource/lzo/
http://www.oberhumer.com/opensource/lzo/download/lzo-2.03.tar.gz

gzip —cd lzo-2.03.tar.gz | tar —xvf -

make

make install
WERARAE A Linux 2.2 BEERERAS, N4 TUN/TAP driver. X F-Linux 2.4.7 & UL |
JRASTI A TUNITAP BR5) O R B N A% . Linux 2.4.0 -> 2.4.6 [ 722/
BINSTALL AR R IE RAR E

c) tarball %% OpenVPN

ILAE N4 OpenVPN WiE#r A Aihi: http://openvpn.net/release/openvpn-2.0.9.tar.gz
fift 5 gzip -dc openvpn-2.0.9.tar.gz | tar xvf -

cd openvpn-2.0.9
JJconfigure
make
make install
WRARA R LZO Library , ¥ --disable-lzo 1A% configure fiy4 . tHa[ LA
Ja P AR %Y, Ebfn pthread (/configure --enable-pthread) JToK45 SSL/TLS
B PIAT I (i N . S
.J/configure --help
W W Pr A i B e

d) ALE TUN/TAP Ik
NHE—RHIBCE
WUERARAEH] Linux 2.4.7 BCEmRRAS, +7> 5248 TUNITAP BX5h C g8 21 N %
Ho ARAT LA 0T A 2 1A
locate if tun.h
Py 2 7= AERAUXAE K15 B /usr/include/linux/if_tun.h .
X Linux 2.4.7 BCE @A, Rk tarball 2%, HN R dr 4B
TUN/TAP #4715 5 (W RARE D RPM 26 LLZRGIX—25, K25 RPM 4R H
FBIHIZTT RD:
mknod /dev/net/tun ¢ 10 200
WA Linux 2.2, MRTEZEERA A 1.1 [WTUN/TAP kernel module Jf4%4 i %
Ul BHHEAT R
KRR G 3 e & BPT —KHRE
#£ Linux EAEH] OpenVPN sl AT I 2 TUN/TAP 5 %% 1R e 1l 5 23N
TUN/TAP kernel module:
modprobe tun
JFHAH 1P B R
echo 1 > /proc/sys/net/ipv4/ip_forward

3. A& OpenVPN
a) ERIER Key

WEMEA &
[root@openvpn ~J# vi /root/.bash_profile TB AN YA CRCHE 1 50 52 AH AR

D=/root/Scripts/openvpn-2.0.9/easy-rsa
KEY_CONFIG=$D/openssl.cnf


http://vtun.sourceforge.net/tun/
http://openvpn.sourceforge.net/install.html
http://openvpn.net/release/openvpn-2.0.9.tar.gz
http://vtun.sourceforge.net/tun/

KEY_DIR=$D/keys

KEY_SIZE=1024

KEY_COUNTRY=CN

KEY_PROVINCE=GD

KEY_CITY=DG

KEY_ORG="Id"

KEY_EMAIL="colin_xia@Iluckydragongroup.com"

export KEY_CONFIG KEY_DIR KEY_SIZE KEY_COUNTRY KEY_PROVINCE
KEY_CITY KEY_ORG KEY_EMAIL D

[l HE B A BRI B H 6
[root@openvpn ~]# echo $D A LAE B2 5 AR
[root@localhost local]# cd /root/Scripts/openvpn-2.0.9/easy-rsa/

HgHik PKI

Build:

AMZE

Jclean-all

./build-ca

Generating a 1024 bit RSA private key
b

JR o o e e

writing new private key to 'ca.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [CN]:

State or Province Name (full name) [GD]:

Locality Name (eg, city) [DG]:

Organization Name (eg, company) [I1d]:

Organizational Unit Name (eg, section) []:it

Common Name (eg, your name or your server's hostname) []:colin
Email Address [colin_xia@luckydragongroup.com]|:

# BT server key fUFG: fQAG:

./build-key-server server
Generating a 1024 bit RSA private key



You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [CN]:

State or Province Name (full name) [GD]:

Locality Name (eg, city) [DG]:

Organization Name (eg, company) [I1d]:

Organizational Unit Name (eg, section) []:it

Common Name (eg, your name or your server's hostname) []:server
Email Address [colin_xia@luckydragongroup.com]|:

Please enter the following 'extra’ attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /root/Scripts/openvpn-2.0.9/easy-rsa/openssl.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE:'CN'

stateOrProvinceName :PRINTABLE:'GD'

localityName :PRINTABLE:'DG'

organizationName :PRINTABLE:'ld’
organizationalUnitName:PRINTABLE:'it'

commonName :PRINTABLE:'server'

emailAddress :IASSTRING:'colin_xia@luckydragongroup.com'

Certificate is to be certified until Nov 6 18:18:13 2018 GMT (3650 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries
Data Base Updated

HERE 5 key
AW R



Generating a 1024 bit RSA private key
...... -+
A+

writing new private key to 'clientl.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [CN]:

State or Province Name (full name) [GD]:

Locality Name (eg, city) [DG]:

Organization Name (eg, company) [I1d]:

Organizational Unit Name (eg, section) []:it

Common Name (eg, your name or your server's hostname) []:client1 #EE:

BARFK client ARHIUES, 47 BHAR.
Email Address [colin_xia@luckydragongroup.com]|:

Please enter the following 'extra’ attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /root/Scripts/openvpn-2.0.9/easy-rsa/openssl.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE:'CN'

stateOrProvinceName :PRINTABLE:'GD'

localityName :PRINTABLE:'DG'

organizationName :PRINTABLE:'ld’
organizationalUnitName:PRINTABLE:'it'

commonName :PRINTABLE:'client1’

emailAddress :IASSTRING:'colin_xia@luckydragongroup.com'

Certificate is to be certified until Nov 6 18:18:36 2018 GMT (3650 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y



Write out database with 1 new entries
Data Base Updated

IR R A A2 iU o /key

AMEE

./build-key client2

./build-key client3

HEEHAN Common Name (eg, your name or your server's hostname) [|: KA

i, BMEBRARL T LA,

. build: {d:
{2 Diffie Hellman Z4{(. Diffie Hellman H T#& %2, 7E OpenVPN & 470
i
/build-dh
AR takey

openvpn --genkey --secret ta.key
¥ keys THIFTAXXMFITE T HEIERH (B ca K key, XACHZERIMRAE
b) £l OpenVPN fR45 2500 & U4

vi /usr/local/etc/server.conf

port 2194

proto udp

dev tun

server 10.9.0.0 255.255.255.0

push "route 172.18.2.0 255.255.255.0"
push "dhcp-option DNS 172.18.2.23"
push "dhcp-option DNS 202.96.128.86"
ifconfig-pool-persist /usr/local/etc/ipp.txt
ca /usr/local/etc/keys/ca.crt

cert /usr/local/etc/keys/server.crt

key /usr/local/etc/keys/server.key

dh /usr/local/etc/keys/dh1024.pem
tls-auth /usr/local/etc/keys/ta.key 0
keepalive 10 120

comp-lzo

status /var/log/openvpn-status.log

verb 4

persist-key

persist-tun

o PR B SO TR (Y, copy AHR ). key .pem .crt 3CPEZ Jusr/local/etc/keys



)33 OpenVPN

Jusr/local/sbin/openvpn --config /usr/local/etc/server.conf
R R 55215 3 3)

Isof -i :2194

S RS LU & 2ERE ) 77 20U 3)) openvpn
{usr/local/sbin/openvpn --daemon --config /usr/local/etc/server.conf
X —A) A F fetc/rc.local  H

4. PCE OpenVPN Server [J5 K15

MG B OGBS UV tuntap JEN, XTI OpenVPN ) i K 1] 23 ] Jaj sk i B B A
NAT

W (SHBCE, SR lCE 2O BB 003 25 Wi vy 56T tun tap 426 At
VE, G PR . AR NAT [FCE)

Vi /etc/sysconfig/iptables

# Generated by iptables-save v1.3.5 on Tue Sep 30 21:34:16 2008

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [42:4060]

:RH-Firewall-1-INPUT - [0:0]

-A INPUT -j RH-Firewall-1-INPUT

-A FORWARD -j RH-Firewall-1-INPUT

-A RH-Firewall-1-INPUT -i lo -j ACCEPT

-A RH-Firewall-1-INPUT -p icmp --icmp-type any -j ACCEPT

-A RH-Firewall-1-INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT
#i A% tap (CH) Fltun(MH) » tap 2 2R, SCREEEER Z M.

#tun 2 ip J2 R RN RS BRI — 2%, — O E ] tun

M tun+ LN RN B ip 4 172.18.2.32 BY tpe %l 80 mk 83 A AiF
-A RH-Firewall-1-INPUT -d 172.18.2.32 -i tun+ -p tcp -m tcp --dport 80:83 -j ACCEPT
-A RH-Firewall-1-INPUT -d 172.18.2.32 -i tap+ -p tcp -m tcp --dport 80:83 -j ACCEPT
-A RH-Firewall-1-INPUT -d 172.18.2.23 -i tun+ -p udp -m udp --dport 53 -j ACCEPT
-A RH-Firewall-1-INPUT -d 172.18.2.23 -i tap+ -p udp -m udp --dport 53 -j ACCEPT
-A RH-Firewall-1-INPUT -d 172.18.2.23 -i tun+ -p tcp -m tcp --dport 53 -j ACCEPT
-A RH-Firewall-1-INPUT -d 172.18.2.23 -i tap+ -p tcp -m tcp --dport 53 -j ACCEPT
-A RH-Firewall-1-INPUT -5 10.9.0.132 -d 172.18.2.24 -j ACCEPT

-A RH-Firewall-1-INPUT -s 10.9.0.131 -j REJECT --reject-with icmp-port-unreachable
Jip o4 10.0.0.131 4

#-A RH-Firewall-1-INPUT -s 10.9.0.130 -d 172.18.2.0/255.255.0.0 -j ACCEPT

-A RH-Firewall-1-INPUT -5 10.9.0.130 -d 172.18.2.41 -j ACCEPT



-A RH-Firewall-1-INPUT -5 10.9.0.130 -d 172.18.2.40 -j ACCEPT

-A RH-Firewall-1-INPUT -i ethl -p tcp -m state --state NEW -m tcp --dport 22 -j
ACCEPT

AV ethl W45 ssh flids

-A RH-Firewall-1-INPUT -p udp -m udp --dport 2194 -j ACCEPT

FVF vpn B EIERL RS AR T vpn IS5 S

-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited

COMMIT

# Completed on Tue Sep 30 21:34:16 2008

# Generated by iptables-save v1.3.5 on Tue Sep 30 21:34:16 2008

*nat

:PREROUTING ACCEPT [3:518]

:POSTROUTING ACCEPT [1:92]

:OUTPUT ACCEPT [1:92]

-APOSTROUTING -s 10.9.0.0/255.255.255.0 -0 ethl -j SNAT --to-source 172.18.2.30
Jsisbhik >l 10.9.0.0/255.255.255.0 M ethl HFAEEIR#AS snat o 172.18.2.30
COMMIT

# Completed on Tue Sep 30 21:34:16 2008

il & iptables MCE A E, MHAHECE:
iptables-restore < /etc/sysconfig/iptables

ok It OpenVPN R4 2SHCE SELE.

5. Jid#E OpenVPN windows % J ki
a) ‘% openvpn-2.0.9-gui-1.0.3-install.exe
i 2% H 5% config SCAEH# client.ovpn SCHF
I

client

dev tun
proto udp

remote 192.168.80.129 2194

persist-key
persist-tun
caca.crt

cert clientl.crt
key clientl.key
ns-cert-type server



comp-lzo

verb 3
;redirect-gateway defl
tls-auth ta.key 1

LRI E SO cp AHNY key .crt .pem 3] config SCpEk
iZ4T openvpn %/, JEA windows %5 /AL ping 2wl R M pe 172.18.2.202
5 tracert  Fl pathping — &, #IAEHEIA

OK SZI& HiTh

6. PN R e

root@localhost ~]# cd Scripts/openvpn-2.0.9/easy-rsa/
[root@localhost easy-rsa]# ./revoke-full clientl Y clientl AAE1

REMAPITM L J5, &1E keys HX R,  Ap—A crlpem CfF, XA
WE T MASE P RI4

RIEHEANE T2 G, WTRFTIF keyslindex.txt SCHF, W] LU 29 A 85 1 UE 1 R7 1 ,
Chridh R.

a. il easy-rsa Hx T keys H3gkH'[#) crl.pem Fl/usr/localletc/keys H %
b. Hiff server.conf il ErixFE—1)

crl-verify /usr/local/etc/keys/crl.pem
c. HHTHZ) openvpn o FIIHA

Client H KM ML)

7. AEH] tap B A

TR SSE AN P i e B S devtun 54 dev tap RIIAS

KA tap A tun BRI, ILBH=X tun A1 tap X5



(=) #% OpenVPN Server PR

TR (—) FIM%FLE

HE: &) ud 2B 2] 7 Jaydg b rh, (T2 R 2l M A X

W2 7 it BEARAT 2 A Rk ip, RSy U RE A MR, 454 ip.

ANEA LSRN, SOE 3 2 20U FH AR AR

OpenVPN Server ZEAW E: 7 =UCRAMNE:, VAE R AHE T IAE, L% &8
H tap

1. ¥ OpenVPN Jg5#% 1 LAN <A RESOL Y R Br
1] OpenVPN k%% killall openvpn
a) HURCE %3 T bridge-utils #AFA .
AL vi froot/install.log 5% rpm —ga , AT e n] L2 e B B FR B H AL yum
LA
b) i R bridge-start AN, AKHEARZEME Y BE LUK M EL L CE br, tap, eth,
eth_ip,eth_netmask £/l eth_broadcast Z%. #4882 O R FAE 10 H B iE B R
sl 09 Hy 7 K B R P LB internet 1IEHE . T LMEH] ifconfig T 4 3RAF LN
bridege-start Z-£{ ¥ W £ 4% 1 145 .
C) XAMIAHT LA
d> http://openvpn.net/index.php/documentation/miscellaneous/ethernet-bridging.html#linu
xscript 3k754, 5 openvpn IR/ H xRt
e) iz17 bridge-start JlIA . ERFAIEE-—ANIKA O RESESEEAT ) 19 tap0 2 AR E
R R PR UK 4 5 1 M
) XN AWIAZ]  fete/rc.local
2. eSS AR e E S
) B “C)7 BIRHNR S S B B SO A L
i. W devtun i dev tap0
i, VR server JFLIWAT
i, ainn N
iv. WY ip Greh vpn &P 1 ip G
server-bridge 172.18.2.30 255.255.255.0 172.18.2.128 172.18.2.254
v.  push "route 172.18.2.0 255.255.255.0" XA AT DAVERER, 4R HE4
BIX A push —REHEZ vpn client FLP] LA RIEELE.
Vi.
3. BCE BT KR AT G AR Y tap0 A brO i HI 1 B ARI%
vi /etc/sysconfig/iptables

whnan s L%

-A RH-Firewall-1-INPUT -itap0 -j ACCEPT
-A RH-Firewall-1-INPUT -ibr0  -j ACCEPT
B4 NAT HREI A Ay BL 2 ft

JFJH openvpn



{usr/local/sbin/openvpn --daemon --config /usr/local/etc/server.conf

M winxp client %4z 245 4%
MK ok ipconfig /all  tracert

OpenVPN il 5545 i3 sh A ik
1217 bridge-start

1217 openvpn

{5 1F openvpn

1217 bridge-stop

pathping

Ok OpenVPN Mk B e



(=) #7%# OpenVPN Server B HER + O4AIF+ MYSQL
TR (—) KM
HE: %) il R RS o w) /g b, B0 T P BT, AUEEEE N mysgl %
P e R
OpenVPN Server FEABE: EH I AUCRAE h, AIETr 2R mysql TAIE, M2l #&
i H] tun
1. kA pam-devel /2152285, 50U M ARG AL 223 U A
a) rpm-—ga|grep pam
2. K Mysql J2 152223, ik mysql-devel £ 2222, 5 ) )\ FR 40 4 20 23 e A4
rpm —qa | grep msql
mysql-5.0.45-7.el5
mysql-devel-5.0.45-7.el5
mysql-server-5.0.45-7.el5
T RG2S BN AT — R PR HO R 8, P
I DHE RSB E D yum P, AT yum 2R AR ) a2 F B o
3. FAiTZ%E pam_mysql 1 MySQL 5t Attt 1 7 B, I8 Hedha 22 mT LAFRAH Y. 1)
PAM S iEmEE (FRAZLE cu N pam_mysql-0.7RC1.tar.gz)
[root@localhost ~]# gzip -cd pam_mysql-0.7RC1.tar.gz | tar xvf —
[root@localhost ~]# cd pam_mysql-0.7RC1
[root@localhost pam_mysql-0.7RC1]# ./configure
[root@localhost pam_mysql-0.7RC1]# make
[root@localhost pam_mysql-0.7RC1]# cp .libs/pam_mysgl.so /lib/security/
4. BE mysql FEZE 1 pam
Server mysgld start
ffi[f] chkconfig #ix41ik mysql ¥k, JFHLA BB
e e
DS B 53 B 473 6 S B
mysql>; create database vpn;
mysql>; GRANT ALL ON vpn.* TO vpn@localhost IDENTIFIED BY 'vpn123';
mysql>; flush privileges;
mysql>; use vpn;
mysql>; CREATE TABLE vpnuser (
->: name char(20) NOT NULL,
->; password char(128) default NULL,
->; active int(10) NOT NULL DEFAULT 1,
->; PRIMARY KEY (name)
->);
mysql>; insert into vpnuser (name,password) values('elm’, ‘elm’ );
#0104 vpn H 7, X vpn X4 database A T A ERVERCR, %454 vpn123
#active A8 1, JERUEH VPN
#EIA T 4 elm Zi5: elm



BiL & pam_mysql AR

1%k fetc/pam.d/openvpn SCHE, SCAERN R
CUT Here=
auth sufficient pam_mysql.so user=vpn passwd=vpn123 host=localhost db=vpn\
table=vpnuser usercolumn=name passwdcolumn=password \

where=active=1 sqllog=0 crypt=0

account required pam_mysqgl.so user=vpn passwd=vpn123 host=localhost db=vpn \
table=vpnuser usercolumn=name passwdcolumn=password \

where=active=1 sqllog=0 crypt=0
=Cut Here
crypt(0) -- Used to decide to use MySQL's PASSWORD() function or crypt()

0 = No encryption. Passwords in database in plaintext. NOT recommended!

1 = Use crypt

2 = Use MySQL PASSWORD() function

R A pam_mysql 215 TAEIER, SEALEr saslauthd /& 75 4%
[root@localhost pam_mysql-0.7RC1]# rpm -ga | grep sasl

cyrus-sasl-plain-2.1.22-4

cyrus-sasl-devel-2.1.22-4

cyrus-sasl-2.1.22-4

cyrus-sasl-lib-2.1.22-4

11 cyrus-sasl-2.1.22-4 NAZmh Al LT, W RAT IS 2R AH B AL, A2kl
17, ATRAE e 7

[root@vpn ~]# saslauthd -a pam

EIXAJMAZF] fetc/rc.local dfFE 4K T H whereis B¢ locate #£

[root@vpn ~]# testsaslauthd -u elm -p elm -s openvpn

0: OK "Success."

285, pam_mysql TAEIER T, Binl LAJFAEHECE OpenVPN JIkRS#% T -

XL — RIS R T

Yw%E /etc/pam.d/openvpn

PI A dJE #IN L

verbose=1 A&

[root@localhost pam_mysql-0.7RC1]# Is -Itr /var/log
WA H S SR T T

FEFF AN A AN ST A

[root@localhost pam_mysql-0.7RC1]# tail —f /var/log/messages
[root@localhost pam_mysql-0.7RC1]# tail -f /var/log/secure
O M—k saslauthd [1)33) A testsaslauthd

H S WS F 2] A

EA K

Mysql [ password B&ECIA A mysql [0 & 20R1 pam_mysql-0.7RC1 )
BRI HCANAH [ o

crypt (plain)



The method to encrypt the user's password:
0 (or "plain™) = No encryption. Passwords stored in plaintext.
HIGHLY DISCOURAGED.
1 (or"vY") = Use crypt(3) function.
2 (or "mysgl") = Use MySQL PASSWORD() function. It is possible
that the encryption function used by PAM-MySQL
is different from that of the MySQL server, as
PAM-MySQL uses the function defined in MySQL's
C-client API instead of using PASSWORD() SQL
function
in the query.
3 (or"md5") = Use plain hex MD5.
4 (or "shal™) = Use plain hex SHAL.
Tt Werypt WEN O, B MEEAINE K I EEL T

5. A openvpn-auth-pam.so
[root@localhost etc]# cd /root/Scripts/openvpn-2.0.9/plugin/auth-pam/
[root@Ilocalhost auth-pam]# make
[root@Ilocalhost auth-pam]# cp openvpn-auth-pam.so /usr/local/etc/lib/

6.0 B S5 ARl B OO, AE () AR B

andn N JUAT
#UCHIE R AT, openvpn b4l Z 4L, A Hlpamff]servicesname
plugin /usr/local/etc/lib/openvpn-auth-pam.so openvpn
BN SR % P IICALE TS, i HUser/PassBiE
client-cert-not-required
#F % S ALK UserName{F yCommon Name
username-as-common-name
7. % v G B SO
R
:cert clientl.crt
;key clientl.key
4
#H ) JTT ) 44 T 0
auth-user-pass

% ik g5 s M ok



(JU) # % OpenVPN Server HH#ER, + O4AIF+TEXT/POP3
TR (—) FIMSKZIHEE
BRI &) mid S R 2 2w Stk i, (HOh T A RS, DAEEIE A TEXT 3
12
OpenVPN Server EEAWE: &8 =R B H, AF UK A TEXT/POP3 AIE, [
L&A A tun

1. F# TEXT AUEBIA checkpsw.sh 3 H.&Z #l2 /usr/locallete/ H 3% [FIEF chmod u+x .
http://openvpn.se/files/other/
R LIALRAZE] windows HF EAES linux A R, BAFEAAN H 38— R 4
SCA-FF AR Rt U 2 25
2. JHWARMIFGEAE #! ZIMUE.

2. BCEMRSAEE S, £ () R E

A N JUAT
# auth-user-pass-verify cmd method: Query client for username/password and
# run script cmd to verify.  If method='via-env', pass
# user/pass via environment, if method="via-file', pass
# user/pass via temporary file.
auth-user-pass-verify /usr/local/etc/checkpsw.sh via-env
EANTE R E P BICAIETS, {FHUser/Pass¥ilk
client-cert-not-required
4 H &  3RAEJUserName/F 3 Common Name
username-as-common-name
3. JCE R e E S
R
:cert clientl.crt
;key clientl.key
4
#H ) JTT ) 44 T 0
auth-user-pass

4. 5 checkpsw.sh Hf¥) PASSFILE AZ A .
PASSFILE="/usr/local/etc/psw-file"

5. € Jusr/local/etc/psw-file P25t F:
#: F 4 Tab %45

Userl  pass

User2  pass
T SEI R IR 1 O checkpsw.sh JH perl 5 7 —i (H3t4(¥ checkpsw.pl),
LM
6. [FIRER IS IRA AT LS ] POP3 TAIE (A A HiAh 248 AT L)

JEIAS DL H s 1) popauth.pl


http://openvpn.se/files/other/

(F1) #7% OpenVPN Server B HER, + O4AIF+RADIUS
PRIREE: £ (—) MR LA n—& win2003 A4 ip & 192.168.80.130
NN AR, TACRSABGIIEN T AW BT o e e 2.

B 2 i id e 3 A w) g, A0 7 A PO, ESE A radius £X

3 P

OpenVPN Server FEAUE: EH I ARAE b, AIE7 AR radius AIE, L&
A4 H] tun

1. % Radius Hi%s 4%

VLESE B win2003 RI61IAS RS

2. WcE radiusplugin

1.radiusplugin_v2.0.tar.gz: =] L% 115 2] radiusplugin.so

#| http://www.nongnu.org/radiusplugin/ T #;

2.libgerypt SCRFFE: v DA% £ 2 usr/lib/libgerypt.so.11

#1| ftp://ftp.gnupg.org/gerypt/libgerypt/libgerypt-1.2.4.tar.gz 4%
3.libgpg-error SCHFFE: W] LAg 145 2/usr/local/lib/libgpg-error.so.0
21| ftp://ftp.gnupg.org/gerypt/libgpg-error/libgpg-error-1.5.tar.gz K %%
f s gm i AL 3 ANSCHFPE, configure;make;make install .
PAEL 2 radiusplugin.so, At 2 radiusplugin.so ¥ 32 #F

I T IR AEE 15 3 radiusplugin.so, T2 T 80%, HALMI i ZRCE T .
ft radiusplugin.so #% Ul #l/usr/local/etc/lib T, FfHc & H A & SCHF radiusplugin.conf
WA

# The NAS identifier which is sent to the RADIUS server
NAS-Identifier=OpenVpn

# The service type which is sent to the RADIUS server
Service-Type=5

# The framed protocol which is sent to the RADIUS server
Framed-Protocol=1

# The NAS port type which is sent to the RADIUS server
NAS-Port-Type=5

# 1XJEIZ1T openvpn HRZS#EI ip, 1EN radius %) v
NAS-IP-Address=192.168.80.129

#iX F 51 openvpn L&A E
OpenVPNConfig=/usr/local/etc/server.conf

# X e X radius server ZHnT LU 1 AME % A40

server

{

# The UDP port for radius accounting.

acctport=1813

# The UDP port for radius authentication.

authport=1812

# X3k radius RS ip, JEAINT H P
name=192.168.80.130



# How many times should the plugin send the if there is no response?

retry=1

# How long should the plugin wait for a response?

wait=1

# The shared secret JL 2% 4], # winradius HEE, WK E-RZ-NAS 4]
sharedsecret=123456

}
B E MRS SSBCE A, AR () AR b

A nin N JUAT
#UEHIAL T 4 1F
plugin /usr/local/etc/lib/radiusplugin.so /usr/local/etc/radius.conf
BN SR % P IICALE TS, i HUser/PassBik
client-cert-not-required
#8532 AL K UserNamefE i Common Name
username-as-common-name
4B ) e & SO
R
:cert clientl.crt
;key clientl.key
14
#H ) JTT ) 44 T 0
auth-user-pass

% ik g5 s M ok



(73) #% OpenVPN Site to Site

HH: AR LAN B I A A B4 LAN A ZEHAHE W, it
FNAS/

OpenVPN Server FEARE: EH AR H, AETXCRHUEAE, Bl &l
H tun

W 2% B85

i VN
LAN & VPN client SErver LAN B

o—% $0
N 7 - RN

lan_ip:192.168. 90. 254 lan ip:172. 18. 2. 30
IP:192.168. 90. 1 wan_ip:192.168. 80. 132 wan_ip:192. 168. 80. 129
GW:19Z2. 165, 90, 254 vir_ip:l0.9.0.6 vir_ip:l0.9.0.1

vir_gw:l0.9.0.5 vir swil0.9.0.2

IP:17Z.18. 2. 202
GW:1TZ 18,2, 30

1. vpnclient A1 vpn server P & W & &BFAE 0% HIWZSH) GW, ZR4:A Cent0S 5.2 L%
$ OpenVPN %4, FHIFRE ip Bk, BikEEC%EZY.

2. JcE openvpnserver £ (—) AL
am:
route 192.168.90.0 255.255.255.0
client-config-dir /usr/local/etc/ccd

@ﬂﬁg)ﬁ-

iR tun SSORE AU R ROE S (% D

dev tun

TEAMIAR I —24%31 192.168.90.0 255.255.255.0 via Ht /&%  (10.9.0.2)

route 192.168.90.0 255.255.255.0

push — 4<% % i, 51UF% Bl 172.18.2.0 255.255.255.0 76 (%t (10.9.0.5)
push "route 172.18.2.0 255.255.255.0"

b vpn clien ¥CE FANACE SO, ANAE: iroute 192.168.90.0 255.255.255.0
client-config-dir /usr/local/etc/ccd

3. & VPN Client
[l (—)
4. {fiff] ping pathping tracert %5y 2k, LANA Fl LANB PANMZ & ok

4 t. OpenVPN Site to Site it & 58 ..



(&) Open VPN H gt & I

1. Jkss#sikmi

a)  #E Ul K
:max-clients 100

b) #dxHE, BEHREHTHZ) openvpn 5 IR AT 1) log 15 5
log /var/log/openvpn.log
#H1 log — 2, REXFEEHNE 3 openvpn 5 LR B AT 1) log f5 &, B (e B2 3¢
(i3
;log-append openvpn.log

c) #UInTLLik VPN Client 2 [a]AH T 1 [ H 2l i openvpn FEITH K,
#A I RIE R tun B0 tap W& G HBT L &, fL4k Client to Client {115 [n] &%
client-to-client

d) #ff Client [JERIA M 4815 VPN, il Client (T4 Traffic #Rilid VPN &
;push "redirect-gateway"

e) ft vpnclient HHHGR I, PATIIAS . W LLH TR U5 i) H 3
client-connect /usr/local/etc/connect
client-disconnect /usr/local/etc/disconnect
JEIAS DB SR

f) #x Xi=17 openvpn [1H J7

user nobody

group nobody

2. B LI
a) AL 2 vpn IR a B BT, ARFE % il B AR S
remote 61.1.1.2 1194
remote 22.1.1.2 1194
# BENLIERE > Server 4k, 5 MIFLIRITUT A B3 H K%+
:remote-random
b) i remote oM &4
# GRZHEBAENT Server (1) 1P Motk CWiR remote S5 HIER 248 44D,
# R Server IP Mtk & 5h & 1¥)4d il DDNS 2253 DNS J&, Client ££ [ 3) 5
WTHEERLIN BB R BT Server 1) 1P Mk
# X AR S), BIATE A VPN
resolv-retry infinite
C) # WIRRMEH HTTP fCHLE R VPN Server, it Proxy (1) IP HhuhikFlug 15 %]
Ifii
# W FACH TR EIGAE, 4§ http-proxy server port [authfile] [auth-method]
# L authfile &—A> 2 AT SCASCAE, P ARV 5 —4T, auth-method 7]
DA NE, TE4I{E B A A Manual
;http-proxy-retry # retry on connection failures
;http-proxy [proxy server] [proxy port #]



(J\) OpenVPN [ & Z 5k

##5 H S TT SR A R

# WERYT IP, BUAZ YA IP
#local 116.6.45.23

#Openvpn 4545 M5 Wr iy 11

port 2194
# W'EH TCP i& & UDP Pl ?
;proto tcp
proto udp

# BCEAIE tun BB IP IS, IR0 tap 1)LLK M IE

# B IP AL R PO S H R IPX SR
# AR R BRI @, WRTLLA tap Jr 3K, tap

# g LUK M2

dev tun

# P& VPN M B, OpenVPN 2 [ sl i3 +1% M B 1) DHCP
# IS5, AEANBERAMEAT—J7 R B EE AL, PRAUEME—

# server i ip BRI 4.1 (L

server 10.9.0.0 255.255.255.0

# R P S X I R L, DA S I A 2 ] IR A IR 45

# AR, AR IR 45 2% A A AT W) i E i (B 3 P g
push "route 172.18.2.0 255.255.255.0"

# YERE— AN SN virtual 1P R, DA R R i E R
# AT LRI RIRE Y 1P

ifconfig-pool-persist /usr/local/etc/ipp.txt

# Jl OpenVPN [1] DHCP Zhfi % J i (164 i 1) DNS. WINS %%
push "dhcp-option DNS 172.18.2.23"

push "dhcp-option DNS 202.96.128.86"

# X H RS, WU E SSLITLS root certificate (ca),

# certificate(cert), and private key (key)

# ca SCPFJE g5 sm A s o s AR s A T B, (EANT 22 cakey

# g5 s A P S E %5 A .crt Filkey

# VR REEAR, AT LU DARC . SCPFIT A6 A iR A B 42,

# AT LU HI 40 B4

# T /NOAT I key BT SCHE

ca /usr/local/etc/keys/ca.crt

cert /usr/local/etc/keys/server.crt

key /usr/local/etc/keys/server.key

# &8¢ Diffie hellman parameters.

dh /usr/local/etc/keys/dh1024.pem



#H T R IR

crl-verify /usr/local/etc/keys/vpncrl.pem
#I R A

# Generate with:

# openvpn --genkey --secret ta.key

#

# The server and each client must have
# a copy of this key.

# The second parameter should be 0

# on the server and 1 on the clients.
tls-auth /usr/local/etc/keys/ta.key O

# Y RS S AT (¥ [ B AT IR I 1) A 10 B ping — Ik, Wi SR 120 FR¥AT A1 R A A 5 ©L4 down
keepalive 10 120

# I 1zo Hs 2 00 TR 5 55 3 FH 5 S #0S 0 23

comp-lzo

# R S O BT I LA S 2 % ) S

status /var/log/openvpn-status.log

#ACE H B EE R 0.

#0 MU RE R .

#4 FEIC sl A .

#5 1 6 L1445 I 1) U i 35 1 3k

# RN, JAE RS BR, ERECLERE LM ER (B tecpdump)

verb 4
#HFEE BIOBCE, SIS 20 LA REMME R, BACRE A
mute 20

# il OpenVPN LA nobody HI ' FIALKIZAT (%240
user nobody

group nobody

# The persist options will try to avoid

# accessing certain resources on restart

# that may no longer be accessible because

# of the privilege downgrade.

# EH A IR — LIRS

persist-key

persist-tun

HRHEHHAH AT AN TR S

# OREE IR P ande 1P B S I BRI P A R i S T 1

# P U I B T 2 IR 95 e 4 14 Y B

# ccd f&/etc/openvpn T H 3%, b A A B BRI A & 7 3 Common
# Name 2 SCHF22 I SCAE S N T 1 & BN 2 1P Huhl:

# {5141 Common Name 24 clientl, I 7 /etc/openvpn/ccd/clientl 54



# ifconfig-push 10.9.0.1 10.9.0.2

client-config-dir /usr/local/etc/ccd

# 3% A ST IR R ST VPN AR ] LU )

# 2 AR R o G VPN IR 45 28 4 G

# —EBRCE, iH/NO RS DHCP ¥ ) i

;push "redirect-gateway"

# W RAR A AT A R Common Name (1978 /7 s #8 mi] LB il

# W n] DLTTORE I T 0T 1) A7 AR 5 7 i #0348 AN HT B9 Common Name
#H T

;duplicate-cn

# BCE AR A

#max-clients 3

# FTITAE RS, ] DASE SCHRAZE R 1P A

management localhost 7505

# A ARG D &, (EAR ] LU 1) 303 Ay

# EBORR A e AR R, TR 58 UG PR X

;log /var/log/openvpn/openvpn.log

;log-append /var/log/openvpn/openvpn.log

# CE A LUK MM (H 5 200 R SR Dy e
#IXPANTTEALH]

;server-bridge 10.8.0.4 255.255.255.0 10.8.0.50 10.8.0.100

HeSE &, FIKEFE3S) openvpn JE MR A 1 log 15 B

log /var/log/openvpn.log

#H log — 3, EREHE 30 openvpn S5 IR IRG 1 log (55, #Hifs BB MBI SRS
;log-append openvpn.log

#5E XIZ4T openvpn )1 1

user nobody

group nobody

#Run script or shell command cmd to validate client

#virtual addresses or routes. HAA?E manual

;learn-address ./script

#IHE L5752 PUSH 45 Client

#H TA0 % FEA Client 57859 1P #uhl, 2510 T dhepd.lease 3014,
#7711 openvpn TEHT A 2 5 id " Client B £ 48 b (1) 1P Huhk
ifconfig-pool-persist ipp.txt

#Bridge R N0 DHCPD MECE, %/ s foihl, i T TR dibeal, prEAAVE]
;server-bridge 10.8.0.4 255.255.255.0 10.8.0.50 10.8.0.100

# BEHLERE—A Server 4%, 15 4% O A _E 31 F ik o4
;remote-random

# URZERENT Server (1) 1P btk CUrR remote fF IRIFR IV 2 I44),
# {RAIF Server 1P Hiuhl 2 sh A1 | DDNS zh#& % DNS J5, Client £& A sh EHE R N EHiEAT Server 1)
IP Hihik

# XML ARG, BRI VPN

resolv-retry infinite



# AEAHIAIREATAT 3 11 Wa W incoming $u#i, Client Jo 5 A4, BRIE—XF—f) VPN i 2
nobind
# WURARAEH] HTTP ACEEI%ERE VPN Server, 31 Proxy £ 1P Hiuhk At 115 2 i
# I B FREIGAE, {#1] http-proxy server port [authfile] [auth-method]
# o authfile J2—A> 2 4TI SCARSCE, P 4RI 5—47, auth-method W LA, ¥
{5 5 & F Manual
;http-proxy-retry # retry on connection failures
;http-proxy [proxy server] [proxy port #]
# Server i il build-key-server JIAAT B, 76 X509 v3 §7EH I T ns-cert-type 37
# Bi1k VPN client 4 A1 11¢) keys + DNS hack #k3i vpn client &A1 115 B 1) VPN Server
# RGARATT CA BLEEH XY &
ns-cert-type server
a. € X tun AT H % B 77 2 VPN
b/ NOAEHUE B MR, Key SUPFELRAFLF, FFA2 cakey.
(ca.key NFEEITE OpenVPN I E], TTLLYAMEAE)
R, FANEDL tun FORESR BN, A inet addr ARIRAIA SR T VPN GETH. Jf FLLAIER0 M B



bridge-start

#!/bin/bash

T

# Set up Ethernet bridge on Linux

# Requires: bridge-utils
R

O AR BT, B R Wip 2 AWM Rip
# Define Bridge Interface

br="br0"

# Define list of TAP interfaces to be bridged,
# for example tap=""tap0 tap1 tap2".
tap=""tap0"

# Define physical ethernet interface to be bridged
# with TAP interface(s) above.

eth="eth1"

eth_ip="172.18.2.30"
eth_netmask="255.255.255.0"
eth_broadcast="172.18.2.255"

for t in $tap; do
openvpn --mktun --dev $t

done

brctl addbr $br
brctl addif $br $eth

for t in $tap; do
brctl addif $Sbr $t

done

for t in $tap; do
ifconfig $t 0.0.0.0 promisc up

done
ifconfig $eth 0.0.0.0 promisc up

ifconfig $br $eth_ip netmask $eth_netmask broadcast $Seth_broadcast
bridge-stop
Bridge stop JIAS (Hr py 45t SR 0 3 80



#!/bin/bash

R R
# Tear Down Ethernet bridge on Linux

R R

# Define Bridge Interface
br="br0"

# Define list of TAP interfaces to be bridged together
tap=""tap0"

ifconfig $br down
bretl delbr $br

for t in $tap; do
openvpn --rmtun --dev $t

done

checkpsw.sh

#/bin/sh

HEH R
# checkpsw.sh (C) 2004 Mathias Sundman <mathias@openvpn.se>

#

# This script will authenticate OpenVPN users against

# a plain text file. The passfile should simply contain

# one row per user with the username first followed by

# one or more space(s) or tab(s) and then the password.

PASSFILE="/etc/openvpn/psw-file"
LOG_FILE="/var/log/openvpn-password.log"
TIME_STAMP="date "+%Y-%m-%d %T"

R R

if [ 1-r "${PASSFILE}" ]; then
echo "${TIME_STAMP}: Could not open password file \"${PASSFILE}\" for reading." >> ${LOG_FILE}
exit 1

fi

#S{TIME_STAMP} & — /NS # 24T $TIME_STAMP [f{d, thui/E “date "+%Y-%m-%d %T"

CORRECT_PASSWORD="awk "/",/&&/"&&$1==""${username}""{print $2;exit} ${PASSFILE}"



# i ) AE # NS #

if [ "${CORRECT_PASSWORD}" =" ]; then

echo "${TIME_STAMP}: User does not exist: username=\"${username}\", password=\"${password}\"."

${LOG_FILE}
exit 1
fi

if [ "${password}" = "${CORRECT_PASSWORD}" ]; then
echo "${TIME_STAMP}: Successful authentication: username=\"${username}\"." >> ${LOG_FILE}
exit 0

fi

echo "${TIME_STAMP}: Incorrect password: username=\"${username}\", password=\"${password}\"."

${LOG_FILE}
exit1

checkpsw.pl

#!/usr/bin/perl -w
use strict;

my $PASSFILE = "/usr/local/etc/psw-file";

my $LOG_FILE = "/var/log/openvpn-password.log";
my $TIME_STAMP = “date "+%Y-%m-%d %T";
my $username;

my $password,;

open ("LOG",">>""$LOG_FILE") or die “can't open $LOG_FILE: $!";
open ("PASS","<""$PASSFILE") or die "can't open $PASSFILE";

sub get_vpnpass{
while(<PASS>){
next if m/”~;/;
next if m/~#/;
($username,$password) = split(\s+/,$);
return $password if $username eq SENV{username};

HEHH R

>>

>>



my $CORRECT_PASSWORD = get_vpnpass();

unless ( -r SPASSFILE){
print LOG "$TIME_STAMP: Could not open password file \"$PASSFILE\" for reading.";
exit 1;

if ($CORRECT_PASSWORD eq "){
print LOG "$TIME_STAMP: USER does not exist:
username=\"$ENV{username}\",password=\"$ENV{password}\".";
exit 1,
}
if (3CORRECT_PASSWORD eq $ENV{password}){
print LOG "$TIME_STAMP: Successful authentication:username=\"$ENV{username}\".";

exit 0;
}
print LOG "$TIME_STAMP: Incorrect password:
username=\"$ENV{username}\",password=\"$ENV{password}\".";
exit 1;
connect

#!/bin/bash

day= date +%F

if [ -f /var/log/openvpn/$day ];then

echo ” date ~+%F %H:%M:%S’ ~ User $common name is logged in” >>/var/log/openvpn/$day
else

touch /var/log/openvpn/$day

echo ” date ~+%F %H:%M:%S’ ~ User $common name is logged in” >>/var/log/openvpn/$day
fi

disconnect

#!/bin/bash

day= date +%F

if [ -f /var/log/openvpn/$day ];then

echo 7 date ’+%F %H:%M:%S’ ~ User $common name is logged off” >>/var/log/openvpn/$day
else

touch /var/log/openvpn/$day

echo 7 date ’+%F %H:%M:%S’ ~ User $common name is logged off” >>/var/log/openvpn/$day
fi
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1. %% 1AS
2. JBCE IAS
A. Hi# RADOUS % /i

| U [® 5 i oy |
LRRBEEI, 2 bk openvpn A4S Bk

B Bridte fE s [ s
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Ok e J& radius server Mt & 58

PR KIMAR radius R4 28

1. fEMS L Bg—AHp

M 4. vpn %65 test i TelnetClients 2 #ifR e “JEIE” Hh “IRN” IEIRMH “ig
FEVT MIBCPR ” BB A TR e R U i) SR e



2. BRSO AIT A

:s»Documents and SettingsAdministratorinetstat —na |
B.8.8.8:1645

find "1645"

uDp

D

:»Documents and Settings*Administrator>

Radius (1% it 1
B
i BADIUS EHARIFRREMROS.

2 x|

ﬁl:l|

B4k U):

JE () |1a13, 1646

2. Windows pc _FAg ] %A ntradping #4711

PR RTECNURI pe 7E radius ARZ5 4% B —4 RADIUS %7
E?#FZEJ:??EP%U\UWE{& -y HE RN send d24

A radius JIRZARIES HUGERM CH P B B2 R AR S

i NTRadPing Test Utility

RADIUS Server/port: |192.168.80.130 1645 NTRadPing 1.5 - RADIUS Server Testing Tool
7 1993-2003 Master Soft SpA - Italy - All rights reserved
Reply timeout [sec.] |3 Retries: |B http:/ fwww. dialways. com/
RADIUS Secret key: |123455 "
ms
User-Marme: |V|:un2 —
Pazzword: o | CHAP M A ST E R S O F | DIALWAYS
Request tupe; |.&ulhentication Hequestj | RaDIUS Server reply:
Additional BADIUS Attibutes: Sending authentication request to server 192.168.80.130:1645
rone L Tranzmitting packet, code=1 id=30 length=44
received rezponge from the server in 0 milizeconds
reply packet code=3 id=30 lenagth=20
responze; Access-Aeject
--------------------------------- attribute durnp -----eeeeee e
| = = = >
add | Bemove | Clearlist|  Load.. | Save. | [Zend ] Heb. Close

B radius AIET



NIEadPing Test Otility

RaDIUS Server/port: |192.1 E8.80.130

1645

Reply timeout [sec. ) |3 Retries: |B

RADIUS Secret ke |12345Ei

Additional RADIIS Attributes:

Uzer-Mame: |vpn
Password: hiies [ CHAP
Request type: |Authentication Hequestj |

| []

Add | Eemove‘ Clear lizt ‘

=]

Load... | Save.. ‘

NTRadPing 1.5 - RADIUS Server Testing Tool
7 1999-2003 Master Soft SpA - Italy - All rights reserved
hittp: /fwww_dialways_com/

I O
MASTERSOFT" 5 aLwavs

RaDIUS Server reply:

Sending authentication request to gerver 192,168,301 301645
Transmitting packet, code=1 id=33 length=43

received responze from the server in 16 millizeconds

reply packet code=2 id=33 length=64

responze; Accezzoooept

--------------------------------- attribbe UM e
Framed-Protocol=FPP

Service-Type=Framed

Clazz=r0=fbA0x05N Dt b 00040004 0=071 7400050201 4004 DxalP

< | >

Help... LCloge

2Pt raidus A5 A 5E Ak




Popauth.pl

#!/usr/bin/perl

# Write by ELM

# wzk [A|T] wenzk [D|O|T] net

# http://www.wenzk.net

#

# POP3 Auth script for OpenVPN

# Usage:

# save this file to /etc/openvpn/ as popauth.pl
# run£° chmod +x /etc/openvpn/popauth.pl

# add the next line to you OpenVPN config file
# auth-user-pass-verify /etc/openvpn/popauth.pl via-env
# restart your OpenVPN Server

use Net::POP3;

# POP Server Address

$POPHOST = "localhost";
SUSERNAME = $SENV{username};
$PASSWORD = $ENV{password};

# Constructors
$pop = Net::POP3->new($POPHOST);
$pop = Net::POP3->new($POPHOST, Timeout => 60);

if (defined  $pop->login(BUSERNAME, $PASSWORD) ) {
$result = 0;

} else {
$result = 1;

$pop->quit;

exit $result;



centos yum AL U5
2008-09-04 18:42

Cent0S 4 T Yum Z3EARMCHRAE 158 BAAHEBOCH, RS R)
media/Cent0S/, media/cdrom/, 58X media/cdrecorder/iXFf A & o4 lic & 3
T

A A)
liger

mount /dev/cdrom /media/cdrom

U RAREER R AR H 5%, HBAEMCT baseurl=file:/// B AR H =, winl
PLT o FE CHAE/ete/yum. repos. d/Cent0S—Media. repos

B fU/ete/yum. repos. d/Cent0S—Base. repo i N 44, 3 Ul F:
QUOTE:

#mv /etc/yum. repos. d/Cent0OS—Base. repo

/etc/yum. repos. d/CentOS—-Base. repo. bak

R B S A BB R, AR

QUOTE:

# CentOS—-Media. repo

#

# This repo is used to mount the default locations for a CDROM / DVD on
# Cent0OS—4. You can use this repo and yum to install items directly off
the

# DVD ISO that we release.

#

# To use this repo, put in your DVD and use it with the other repos too:
# yum ——enablerepo=c4-media [command]

#

# or for ONLY the media repo, do this:

#

# yum —disablerepo=\* —enablerepo=c4-media [command]

[c4-media]
name=Cent0S—$releasever — Media
baseurl=file:///media/cdrom/
file:///media/cdrecorder/
gpgcheck=1
enabled=0
gpgkey=file:///usr/share/doc/centos—release—4/RPM-GPG-KEY-centos4

Hsel B XXt heaem gEatm T, RG22 27,



heJa S EE R, A
yum ——disablerepo=\* ——enablerepo=c4-media install mysql-server

yum ——disablerepo=\* ——enablerepo=c4-media install mysql-devel

yum ——disablerepo=\* ——enablerepo=c4-media install curl

yum ——disablerepo=\* ——enablerepo=c4-media install php—mysql

yum ——disablerepo=\* ——enablerepo=c4-media install compat—libstdc++-33

yum ——disablerepo=\* ——enablerepo=c4-media install libtool

rpm ——import /etc/pki/rpm—gpg/RPM-GPG-KEY*

yum ——disablerepo=\* ——enablerepo=c4-media install mysql-server
mysql—-devel curl php—mysql compat—libstdc++-33 libtool net—snmp php—gd
php—snmp perl-DateManip perl-MD5 net—-snmp—utils freetype sudo mod ssl



freeradius+openvpn+mysq| 32 I}
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DA HARIIRY
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FLARIRTR R -

win ¥ openvpn % ) ¥l f auth—-user—pass AIFERC (RPIE L
ca.crt ta.key server.crt) % openvpn R%s28, A radiusplugin
(/usr/local/openvpn/radiusplugin. so , /usr/local/openvpn/radiusplug
in. cnf), radiusplugin M radiusd(name=127.0.0. 1. sharedsecret=
testingl123 Fll radius MRS u 1), 1 radiusd ) clients. conf SZHL R4S 2%
HIARE 127.0.0. 1 Z R0 radiusd, FFE L radiusd. conf Bl & sql =0
ANiE, 3] radiusd [F) sql. conf GE rlm sql mysql W) 3| mysql s

2009-01-15

HAR R 225 2 L3R F i ey 3 7

16:17

. 3 freeradius L& rlm sql mysql. so

I iz

(1)« 9wtz freeradius

wget ftp://ftp. freeradius. org:/pub/radius/freeradius—1.1.7. tar. g

|N

tar zxvf freeradius—1.1.7. tar. gz

cd freeradius—-1.1.7

. /configure

cp libltdl/1tdl.h src/include/

make

make install


ftp://ftp.freeradius.org/pub/radius/freeradius-1.1.7.tar.gz
ftp://ftp.freeradius.org/pub/radius/freeradius-1.1.7.tar.gz

VERE: W BA cp 1ibltdl/1tdl. h src¢/include/ 7F make [RIBHES 2
AR, NAZoE AR I ) @t

(2) . &% rim sql mysql FH5%

TR mysql JEgmiFar i) —2E e 225y, L REHH
rlm sql mysql. so XA 474

P AL HOB g et rlm_sql_mysql. so IXANZRPEK.
In -s /usr/local/mysql/bin/mysql config /sbin/mysql config

cd /usr/local/src/freeradius—1.1.7/src/modules/rlm sql/drivers/r
Im sql mysql

./configure ——with-mysql-dir=/usr/local/mysql —with-mysql-1ib-
dir=/usr/local/mysql/1ib \

—with-mysql-include—-dir=/usr/local/mysq/include
make

make install

X B 9n S BUE AR PE RN N SEFRIE LB E ), X — 20 ) gn R 5 AE
freeradius ZwiF 23 5 FAM.

vi /etc/1d. so. conf

/usr/local/lib

ldconfig

2+ MJEE radius B e GESLAROCH] - AN A)



/usr/local/mysql/bin/mysql -uroot - pXXXX
mysgl>create database radius;

mysql>GRANT ALL PRIVILEGES ON radius.* TO radius@localhost
IDENTIFIED BY ’AAAA’;

mysql>\q
cd /usr/local/src/freeradius—1.1.7

/usr/local/mysql/bin/mysql —uroot —pXXXX radius
< ./doc/examples/mysql. sql

3. MC'E radiusd. conf PL M sql. conf
(1) . radiusd. conf ft &

vi /usr/local/etc/raddb/radiusd. conf

proxy_requests = no

authorize {
preprocess
chap
mschap
suffix

eap

sql

# pap

# files


mailto:radius@localhost

}
R ] sql, authorize "ff) file MANMRIERE,
preacct {
preprocess
acct_unique
suffix
# files
}
accounting {
detail
unix
radutmp
sql
}
(2)« sql. conf it &
vi /usr/local/etc/raddb/sql. conf
driver = “rlm sql mysql”
server = “localhost”
login = “radius”
password = “AAAA”
radius db = “radius”
P& NAS {5 B
vi /usr/local/etc/raddb/clients. conf

AR S, I



client 127.0.0.1 {

secret = testingl23
shortname = localhost
nastype = other

TR

secret IXHEEEFFf client 127.0.0. 1 A2~
#mysql —u root —p

mysql> use radius;

eV P

mysql> insert into radgroupreply (groupname, attribute, op, value)
values (user’,’ Auth-Type’,’ :=,  Local’);

mysql> insert into radgroupreply (groupname, attribute, op, value)
values (user’,’ Service-Type’,’ :=", Framed-User’):

mysql> insert into radgroupreply (groupname, attribute, op, value)
values (user’,’ Framed-1P-Address’,’ :=",  255.255.255.255");

mysql> insert into radgroupreply (groupname, attribute, op, value)
values (user’,’ Framed—-IP-Netmask’,’ :=",  255.255.255.0);

R R

mysql> insert into radcheck (username, attribute, op, value) values
( test’,’ User—Password’,’ :=", test’);

mysql> insert into radcheck (username, attribute, op, value) values
(’ sense’,’ User—Password’,’ :=, 123456’ ) ;

K I I gL

mysql> insert into usergroup (username, groupname) values
(C test’, user’ ) ;



R

XFF radcheck XA attribute I U LA B, AT & ZEAIE
Fr AL Y User—Password, 0] LI E N Crypt-Password, 1520
FERIATFE Tibgerypt SCHF,

[FI 6T 3% radgroupreply 0 attribute, 5 XAE K H:

Auth-Type . Service-Type . Framed-IP-Address. Framed-IP-Netmask.
Acct-Interim—Interval

K -
radiusd -x &

XA & 205

I A G AT IR
In —=s /usr/local/bin/radtest /sbin/radtest
/sbin/radtest test test localhost 0 testingl23
Sending Access—Kequest of id 204 to 127. 0. 0. 1 port 1812
User-Name = “test”
User—Password = “test”
NAS-1P-Address = 255. 255. 255. 255
NAS—Port = 0

rad recv: Access—Accept packet from host 127. 0. 0. 1:1812, 1d=204,
length=38

Service—Type = Framed-User



Framed—I1P-Address = 255. 255. 255. 255
Framed—I1P-Netmask = 255. 255. 255. 0
/sbin/radtest sense 123456 localhost 0 testingl23
Sending Access—Kequest of id 212 to 127. 0. 0. 1 port 1812
User-Name = “sense”
User-Password = 7123456”
NAS—1P-Address = 255. 255. 255. 255
NAS—Port = 0

rad recv: Access—Accept packet from host 127.0.0. 1:1812, 1d=212,
length=20

T test A THFIMEERREZ — A4

PLEMRR iR freeradius—mysql TAFIE %!

P (freeradius\rlm sql mysql. so\mysql\) 1FE%!
. 4 OpenVPN

1. Hrp 3 openss] o R H A, P AAE IR 20
rpm —aq|grep openssl

openssl-devel-0.9. 8b-8. 3. elb

openssl1—0.9.8b-8. 3. elb

2. %% openvpn2. 09
cd /usr/local/src

wget http://openvpn. net/release/openvpn—2. 0. 9. tar. gz



tar zxvf openvpn—2.0.9. tar. gz

cd openvpn—2.0.9

E45eiEFH 1 openvpn. spec HIMX}T 1iblzol 1 openss] HIRASEL SR, X}
HH IR B 776 2Kk

#2221 pam—devel L2724, FIIM R LFXHNFE, —IRRL L HNS
WELE 2R T

Bl Y pam AN L2 F, A openvpn ANEHIEM mysql #, WA
A2 openvpn E{ZEUH mysql i 44 pam.  (openvpn E{#ZEWH L mysql, HRE
radius M mysql T ZE 7] 45 T] LHTRAX G, U4 1202 )

rpm —qa | grep pam

pam_passwdgc—1. 0. 2-1. 2.2

pam—0. 99. 6. 2-3. 14. el5

pam pkes11-0. 5. 3-23

pam krbb5-2.2. 11-1

pam—devel-0. 99. 6. 2-3. 14. el5

pam smb—1.1.7-7.2.1

pam_ccreds—3-5

(1)« 1zo

wget
http://www. oberhumer. com/opensource/lzo/download/lzo—2. 02. tar. gz

tar zxvf 1lzo—2.02. tar. gz
cd 1zo0-2.02
. /configure

make


http://www.oberhumer.com/opensource/lzo/download/lzo-2.02.tar.gz

make install

X843 & 2 FF openvpn R4 D) R

(2) . “%%E openvpn
cd openvpn—2.0.9

. /configure —prefix=/usr/local/openvpn
—with-1zo—headers=/usr/local/include/1zo \

—with-1zo-1ib=/usr/local/lib
—with-ssl-headers=/usr/include/openssl \

—with-ssl-1ib=/usr/1ib
make

make install

FERE: DA ERsARimiads A O ARG HC B 4

(3)+ AERE R

cd /usr/local/src/openvpn—2.0.9

cp —rf ./easy-rsa/ /usr/local/openvpn/
cd /usr/local/openvpn/easy-rsa/2.0
source . /vars

. /clean-all

. /build-ca

. /build-key—server server

. /build-dh

./build-key cll



cd keys

/usr/local/openvpn/sbin/openvpn ——genkey ——secret ta. key
cd /usr/local/openvpn

mkdir ssl

cp —a ./easy-rsa/keys/2.0/ca.crt ./ssl/

cp —a ./easy-rsa/keys/2.0/dh1024. pem . /ssl/

cp —a ./easy-rsa/keys/2.0/ta.key ./ssl/

cp —a ./easy-rsa/keys/2.0/server. crt ./ssl/

cp —a ./easy-rsa/keys/2.0/server. key . /ssl/

3. ‘23 RadiusPlugin
(1) . 2%
cd /usr/local/src/

wget wget
http://www. nongnu. org/radiusplugin/radiusplugin v2.0b beta2. tar. gz

tar zxvf radiusplugin v2.0b betaZ2. tar. gz
cd radiusplugin v2.0b beta2

make

cp /usr/local/src/radiusplugin v2.0b beta2/radiusplugin. so
/usr/local/openvpn/

cp /usr/local/src/radiusplugin v2.0b beta2/radiusplugin. cnf
/usr/local/openvpn/

vi /usr/local/openvpn/radiusplugin. cnf


http://www.nongnu.org/radiusplugin/RadiusClass_v2.0.2.tar.gz
http://www.nongnu.org/radiusplugin/RadiusClass_v2.0.2.tar.gz

XHL 2 ANSCPFIIALE, 2 B O N, MR A E WAL, Ja AR S
EEBOE X R AR

(2) . F'® radiusplusin #f I & SCAF radiusplugin. cnf

# The NAS identifier which is sent to the RADIUS server
NAS-Identifier=OpenVpn

# The service type which is sent to the RADIUS server
Service-Type=b

# The framed protocol which is sent to the RADIUS server
Framed-Protocol=1

# The NAS port type which is sent to the RADIUS server
NAS-Port-Type=5

# The NAS IP address which is sent to the RADIUS server
NAS-TP-Address=127.0. 0. 1

# Path to the OpenVPN configfile. The plugin searches there for
# client—config—dir PATH (searches for the path)

# status FILE (searches for the file, version
must be 1)

# client—cert—not-required (if the option is used or not)
# username—as—common—name (if the option is used or not)

OpenVPNConfig=/usr/local/openvpn/server. conf

# Support for topology option in OpenVPN 2.1



# If you don’ t specify anything, option “net30” (default in OpenVPN)
is used.

# You can only use one of the options at the same time.

# If you use topology option “subnet”, fill in the right netmask, e. g.
from OpenVPN option “——server NETWORK NETMASK”

#subnet=255. 255. 255. 0

# If you use topology option “p2p”, fill in the right network, e. g.
from OpenVPN option “——server NETWORK NETMASK”

#p2p=10. 10. 0. 1

weggagaaaaagagaaggaggst Ich benutze die Default Option

# Allows the plugin to overwrite the client config in client config
file directory,

# default is true

overwriteccfiles=true

# Path to a script for vendor specific attributes.
# Leave it out if you don’t use an own script.

# vsascript=/root/workspace/radiusplugin v2.0.5 beta/vsascript. pl

# Path to the pipe for communication with the vsascript.

# Leave it out if you don’t use an own script.

# vsanamedpipe=/tmp/vsapipe

# A radius server definition, there could be more than one.



# The priority of the server depends on the order in this file. The
first one has the highest priority.

server

{
# The UDP port for radius accounting.
acctport=1813
# The UDP port for radius authentication.
authport=1812
# The name or ip address of the radius server.
name=127. 0. 0. 1

# How many times should the plugin send the if there is no
response?

retry=1

# How long should the plugin wait for a response?
wait=1

# The shared secret.

sharedsecret= testingl23

W IXHLf) sharedsecret= testingl23 B} radiusd [ EAHR, Hx
/usr/local/etc/raddb/clients. conf H1f] client 127.0.0.1 X", (X4
clients. conf 2 H radius % ) imfc &)

client 127.0.0.1 {

secret = testingl23



shortname = localhost
nastype = other
}
[ g R 2 1 A A A O Y g IR [ IHB 50X 2 NS testing123, 3X

NS radius 1%L

4. M'E openvpn MRS 8% B A server. conf

cp /usr/local/src/openvpn-2.0.9/sample—config—files/server. conf
/usr/local/openvpn/server. conf

vi /usr/local/openvpn/server. conf

R WEIXHK) server. conf B 5
/usr/local/openvpn/radiusplugin. enf ' OpenVPNConfig )ik B 3

X B[ openvpn 45 i o] LA 2 AN & SO, BN ES T IR T —1
PSS vpn i 4%, (HE B B AR IR SS g i IC B SC . /build-key—server

serskk  [A]INAN[EI I S . /build—key cllskk XA TAHN serseksk[] unit
name, [A) 257 v B 42 UIAN[E] Y serssk. crt

port 1194
proto udp

# Which device
dev tun
;fast—io

user nobody
group nogroup

persist—tun



persist—key
server 10.14.0.0 255.255.0.0
management 127.0.0.1 7505

float

username—as—common—name
:client—config—dir ccd
client—cert—not-required
client—to—client

#tpush “redirect—gateway defl”
push “dhcp-option DNS 172.21.41. 15”7
ping—timer—rem

keepalive 10 120

# Use compression

comp—1zo

# Strong encryption
tls—server

tls—auth ssl/ta.key 0

dh ss1/dh1024. pem

ca ssl/ca.crt

cert ssl/server. crt

key ssl/server. key

max—clients 200



plugin /usr/local/openvpn/radiusplugin. so
/usr/local/openvpn/radiusplugin. cnf

verb 3
mute 10
status /var/log/openvpn/status. log 1

log /var/log/openvpn/openvpn. log

mkdir /usr/local/openvpn/ccd

mkdir /var/log/openvpn

X e Y10, 14 B B ANKEER 95 SR o .
#ik 25 AR K T 1P i K R 1k OPENVPN JiR 4% 2%

HIX — )i AL, Bob B4 vpn i, — MBI dns A RRTERE
XE LT

#ERAEXS 7 AN HL b2 BRI, A A v LA eI HOX AL, P sk
vpn ¥

push “redirect-gateway defl”

#iE 8 )i i dns g5l B A R 5 A A B3RS BL T
push “dhcp-option DNS 172.21.41. 15"

VERE: (X0 I FAN 2, At o 281 S P I 55 P 0D

ST G5 AR ] LA i) 5 i P 19 ) i

B AR S5 A LS T LT i) 5 S N B L 2

# AU T d At

# R &) T B 192, 168. 1.0



B, ARG ARG E SO A I N X AT

# client—config—dir ccd
#  Flroute 192.168.1.0  255.255.255.0

# ORI AEMRSS s ced H R IEE— NS0, SOFA 2% it A 34, X
LN A A P xR L /A

B AAE:

# iroute 192.168.1.0  255.255.255.0
:client—config—dir ccd

;route 192.168. 1.0  255. 255. 255. 0

ced H sl W AERCE SCMF H s N sz, A3t44 (common name) 742 AUE 1Y,
[E 25 o) SIS A B, BRTE PS4 — &

route 192. 168. 1.0  255. 255. 255. 0 & 7~ 15 IR S5 28 5t B 05 1] 2% 7 i (1) 1%
i (192. 168. 1. 0/24 F5111 &% ) i 9 %)

FHLAE MBS BRI A BIXAS BT, LA EHGES S, AT e R K 3t
Jrie 2 !

client—to—client WHil Client Z [ iJ LA G E N, ZAKITHIFFEAA,
AW Client Z [H 7240 4 v ]

duplicate—cn 2@ LIF—1 User [Alllf ERZ K, LRI 7 i ULE
M fa]— NP 5 ERZE K

plugin /usr/local/openvpn/radiusplugin. so

/usr/local/openvpn/radiusplugin. enf & A 1EH FI7G 1,
client——cert-not-required #AiFKZE /7] CA il15
username-as—common-name A{EHE ) FELLIT UserName {F 2 Common Name
VY. JF)J3 radius A openvpn k5%

1. %57 openvpn ) shell $UATHIA
Ccp

/usr/local/src/openvpn—2.0.9/sample-scripts/openvpn. init /etc/init.d
/



In —-s /usr/local/openvpn/sbin/openvpn /usr/sbin/openvpn

vi /etc/init. d/openvpn. init

work=/usr/local/openvpn

2+ JFJ openvpn Al 55 # Rt AL

/etc/init. d/openvpn. init start

XAMRER —F  ifconfig AA&A tun0 W, WERATHIEA ok 1!

mARHR, 15E /var/log/messages Fll /var/log/openvpn/openvpn. log
145 5

W14 openvpn fEH : /etc/init. d/openvpn. init stop

EMA P, BT ACE B, 23]/ ete/init. d/openvpn. init stop 2%
WA T, i/ killall openvpn K5CH]

3. JF/8 radius %%
XAMURNE B R ysid, s T, s 7 MR

radiusd &

Fi. windows | client. opvn %) i fic B A
# Which device

dev tun

persist—key

persist—tun

# Our remote peer

nobind

remote k. k. %k * 1194



BRI SR AR

auth—user—pass

ns—cert—type server

tls—auth ta.key 1

BT P i L T von RS, I vpn REE R route BOE (IXHL
172.16.0.0 255.248. 0. 0 f& T 1 PN 935 A Py 8t EhAE Hh 25 9 Hefth 22 =] £
W, mf A2 A M B D

route 172.16.0.0 255.240.0.0

# Use compression

comp—1zo

# Strong encryption

verb 3

mute 10

I~ WSS 2 i 1) 1 EE RN ST K 458 1) 1) 2
fELL R iptables Ay 2 HCLESE AT AR -
#EIX B 52 X$IPT J& /sbin/iptables

#XF T udp 1813 Al udp 1812 i, [A4 radius & 127.0.0. 1 AR,
BT AANEE 5 A TR AT

#¥T T openvpn 445 1 udp 1194

$IPT —-A INPUT —p udp —m udp —dport 1194 —j ACCEPT
HVPA] tun WA, WERARITIAE tap WA AT AN BE 2
$IPT -A INPUT -i tun0 —j ACCEPT

$IPT -A OUTPUT —o tun0 —j ACCEPT

$IPT —A FORWARD —i tunO —j ACCEPT



$IPT —t nat —A POSTROUTING -s 10.14.0.0/24 —o $LOCAL IFACE —j SNAT
——to-source $LOCAL IP

B BRI D R
L N il fERE

http://www. openvpn. se/files/nsis/nsis205. exe

http://www. openvpn. se/files/install packages source/openvpn insta
11 source—2.0.9-gui-1.0.3.zip

2. %3 nsis205. exe

(1) A= BEE i 1 T B R

fEwindows N fi# K 4fFopenvpn install source—2.0.9-gui-1.0.3. zip

N openvpn_install source—2.0.9-gui-1.0.3/openvpn/Hx F, @7
config,

R T 75 ) S PR E SN TR XA H o CANEEE SR 3 AR
ORAT RIS

client. ovpn. ta.key . ca.crt. server.crt

R -

clint. ovpn H+& client. conf!

(2) + i A B AR Y S S A

g% openvpn install source—2.0.9-gui-1.0.3 H3% F openvpn—gui.nsi

A
ik ;File ”"${HOME}\config\Office. ovpn”

EE/IDN


http://www.openvpn.se/files/nsis/nsis205.exe
http://www.openvpn.se/files/install_packages_source/openvpn_install_source-2.0.9-gui-1.0.3.zip
http://www.openvpn.se/files/install_packages_source/openvpn_install_source-2.0.9-gui-1.0.3.zip
http://www.openvpn.se/files/install_packages_source/openvpn_install_source-2.0.7-gui-1.0.3.zip

File ”${HOME} \config\client. ovpn”
File ”${HOME} \config\ca. crt”
File ”$ {HOME} \config\server. crt”

File ”$ {HOME} \config\ta. key”

(3) « ERCA BT
i£47 NSIS Menu [f]
compiler —— star MakNsiSW

SEHL files—load script

S N openvpn_install source-2.0.9-gui-1.0.3/H3% N
openvpn—gui. nsi

S NXAS openvpn—gui. nsi L4TE H 3%
openvpn_install source—2.0.9-gui-1.0.3 Bzl R
openvpn install source—2.0.9-gui-1.0. 3-install. exe

P S da A T IR Al BE A5 2 TR A G 15 A0 2 ) i !

2%

http://www. roessner—net. com/VPN RADIUS MYSQL. howto. txt

http://www. linuxfly. org/read. php?86

http://www. xiaohui. com/dev/server/20070514-install—-openvpn. htm

http://www. xx1inux. com/linux/article/development/database/2006070
7/2522 2. html

http://blog. chinaunix. net/u/2389/



http://www.roessner-net.com/VPN_RADIUS_MYSQL.howto.txt
http://www.linuxfly.org/read.php?86
http://www.xiaohui.com/dev/server/20070514-install-openvpn.htm
http://www.xxlinux.com/linux/article/development/database/20060707/2522_2.html
http://www.xxlinux.com/linux/article/development/database/20060707/2522_2.html
http://blog.chinaunix.net/u/2389/

Ethernet Bridging

#HE: 5% (Email: wzk<AT>wenzk<DOT=>net), Xi§i: OpenVPN.net, ¥4I 3EE AL AL
FJERUE R, FEEARGEH TR g, BEwit.

T BRI, arffiR, EEIEIE!

ifi]:  2006-06-19 22:00 F kBH

Hrig it

FAEAQ T it hony EEA L IMEA .

LUK PR 7292 50 LIS — A PR R 2545 VR — S B2 AN R TAP 352 B EAE — A R 1
o DURRIBFR I 8 TR AL — AN ECS2 (0 LUK I AZ L DA WA RT LA B A D — Bl e
RERES AL EMZALURME L CLig 2P E IS 2 B EEfits—4 1P 7
¥ R A AT L o

AT AE AT R 2% R — NP BE I LK NIC F1—A> OpenVPN J i F () TAP 32 M2
Ok, XFEEL AT LLZ S IEBAN LUK, iR e IE— LUK TR

Ao BT

XM FR R S ARBCE — > OpenVPN Hi4s st MR H: . 2N T IG 2 EH: 21X A WA L
I BB L TAP 82 LB 20 Bl 2] — AN S5 #im LAN B BL1# 1P bk

T A SEILE AP HLhE g BE ) T s

e il OpenVPN {1 server-bridge $i7 7~ K4 BEH % P ) IP Mkt 5%
e 7F LAN WHCL'E DHCP %528 ildL A VPN & 77 7L IP bk,

TEIEAE T, BATPREAL T 55— J772: R OpenVPN i 45 #5 A BEIL 2 7 YELANT I 14 (1) 1P
hbkdts, RIDHCPJIR 5% as A ] (I 70 JF CHRAFAE IR . IR TVALEEAQ item AT T 4H

FEBATRIB T b, BATPREAL A 1 R 0 A P

wE MiEEs 25 BE

PR M 2442 1 eth eth0

A 1P ip 192.168.8.4
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VN R B R ] eth_netmask 255.255.255.0

A R eth_broadcast 192.168.8.255

VPN % 7 ik it 192.168.8.128 to 192.168.8.254
REFU R M 1 br bro
REAL TAP #2211 tap tap0

55— 20 R IHOWTOH 1) “ I 4A A% VPN Ll X 3% 38 4 (Starting up the VPN and testing
for initial connectivity)” 77, RJ5, MR ZELELinuxsiWindows | L & Hr 824k 22 L -

7E Linux A E PRS2

e, BIAMRC L %% T bridge-utils 41

%i%E T I ) bridge-start C/E BN M) A AR VR EEMTHE W) BE I 45 452 L1 Elbr, tap, eth,
eth_ip, eth_netmask, fil eth_broadcast Z%(. #fii\iH /NI MWLE: O JF H 2 dEHAE—
A2 B KRR TILAN P o AR 0] LA FH Linux fifconfig iy 2 R 15 9 264 452 1 (1) — L2 0h B 5 5L
Kog ibridge-start EFIMFF) 40,

BUERLIZAT bridge-start A . JAIACK 2 BIRE — N ATFEETE: KARN RGUHEBA ST K
A, BRINHEAUIE I 7E OpenVPN IR YA witiH K11 tap0 192642 1 1 H C 2o A RLUK M2 D r 82
I T .

T4, A1 E 445 OpenVPN server configuration file (OpenVPNR 4% %4 fic & S F) >k
{EREMFHEIC &

TERE dev tun XATAT I HAFHLL:

dev tap0

HEREHLL server JFUR AT IF H A4 -

server-bridge 192.168.8.4 255.255.255.0 192.168.8.128 192.168.8.254
PUAEBLE Linux Bl KA Se VP (s B id i) tap0 A1 bro #2141
iptables -A INPUT -i tap0 -j ACCEPT

iptables -A INPUT -i br0 -j ACCEPT

iptables -A FORWARD -i br0 -j ACCEPT
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OpenVPN HRBEHLAE S 3 ick T ke B I 1

e IZ{T bridge-start
e =17 openvpn
e {%1 openvpn
e =47 bridge-stop

B HATAIE, MR EMTERR T, /7] Llcontinue where you left off in the HOWTO (Hi4
HOWTOZk 2L 5¢ el T #8436

7E Windows XP HF L EMFEIRS 25

XN B AR MY B2 A 22 Windows XP B S RA RS0, 3T, Windows 2000 A3 FEr
B2, 2R Windows 2000 45 0] LU — MM 45 (114 )7, 1] OpenVPN 5 — i R AF 82 70
Linux 2% Windows XP %4 I SZHLIK .

E Windows |- %2%% OpenVPN I, 245F2 744 1 2 i — >4 4 “ A HhiZE % 27 1) TAP-Win32
TERLAS . B EI AR M 45 0%E4: T F Hik 4 b “tap-bridge”.

PP RAET BUbRIE#E tap-bridge MILUKPUERCS:, sidiblbnfitd, Jf Hik#EHr# (Bridge
Connections). JXFEFULELE TR H BIE T AN AR AL 77 b o

LEMFIERC S TCP/IP J& 1 L & IP Huhik 192.168.8.4 T M H#Efid 255.255.255.0

Nk, 4wiEOpenVPN server configuration file (OpenVPNIR 455 it & SCA:) A GEMF RN &

R dev tun XAT H A

dev tap

dev-node tap-bridge

TERELL server TFAAIAT I H AR

server-bridge 192.168.8.4 255.255.255.0 192.168.8.128 192.168.8.254

WK RGN XP SP2, #E AR KBS EC B HI AR, I+ HAEHMFE R 43 A TAP &R 4 L1
Wk pEIh e .

FHFT R, FrEAEE SR T, /7] Lhcontinue where you left off in the HOWTO (HR#}:
HOWTOZk £ 5¢ Jle el 1 843 o

Fo EHr %/ o
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ftsample OpenVPN client configuration (OpenVPNZ /AL E ) JEfih AT HCE . 1R dev tun
AT HA

dev tap

5 i BN i ) C SR i 55 4 i P TG 2 S A A 15— 30 77 55 TRV =L 1) U2 proto (udp
or tep)IE AL 15— 2. [FAEI BAE ] T comp-lzo A1 fragment A\ %5 ) i FH AR 55 2% i & 75—
EX

P P #4515t B

A8 DLK AR EERC B NS, 58— 20 72 A i IR Y M --— R 0L I 9 2 11 2 ELAth Do) 496 482 1 ) — A
7%, A LUEMF NIC ta) DL BRI TAP 10 . UK MIMFEE LA 207E OpenVPN i35
ZHiB

B MG & 7R OS A H CIEE J7vE ORIl £,
WO I — HAg i, JF H UK DA 2R, OpenVPN #tn] LLURZ) T o

o MR IRl i — AN B AN DIOK I 26 452 VAL R MBI 28 42 11, IS8 DIOK ) 45452
1 A] LA 3 90 25432 11 5. OpenVPN T4 1ty e 2L TAP 4211 .

o CUARACE LUK PRI I, RS EETF T3S MR 10 1 1P Mok 7 ML I F HAR
FLAE OpenVPN Bt & A d H ifconfig ETURACE . X245 TUNITAP #2004
—Ff, OpenVPN F /7 AN RERC & W82 11K 1P kb R0 9 HE 65 o

e OpenVPN L& LA N i it dev TR TR & CA A MM TAP #2110, 1A Zi5E
iz ARNIEA= N

e XJF Windows #%:, {11 dev-node MEIUKFE & LM MAMF TAP-Win32 J& il #%

(dev-node X 44 72 W 4% 4 A b SR 44 ) .

e {E Linux/BSD/Unix &%, XfT dev tap &I, AR LA TUN/TAP
(175 1 dev tap0.

o WIRARM) OpenVPN TAETE it i, Ji4st ifconfig KEIT, WISARMT I &% 7/
M55 aetsia, fERSS A um i H server-bridge LT

o MFERMIHE, YROITF T BEE MMFEI 1) TCP/IP W& . HllidE Linux H, AT LML
ifconfig iy & & 1M ZE Windows XP H ] DI ik i B ) 264 324 452 1A Hh 0 fr 2 111
TCP/IP Ja kS (F Windows XP FHEE iy A (1) 160 264 34 452 i A v m) DL3g it B b 4
YER LI

o I HATHEREI TAP 452 FURTPA 3 LUK 9 458 482 1A M B KBS AR 3 1)« AN EEE TAP #2111
RV R FIE 0 (1) 9 2% e IV REAT A 2, 3XRE M R AR AE RS TR 1 22 TR o

o local il remote JIT{if FH (1 HbbEANBE A4 W9 P4 1R b k-7 JUDKS 2 R B e BR i o

o FRAFRVIOK AR B — mUgh o AN I O R7 10 D00 28 42 11 o % 25 D A TR G 8
IP M bk A7~ A . A IR L1 (R TCPAIP B & A AL

o FRCE WM I LI BT AT UL E 1P bk R 9 fs 2 T 3= 2 LUK
PILERC A I B . Xt R B E M LLRM R “ K7 TRAVLE, (A2
JIT 8 (R A 2 R B A B, T AR s il T LUK 845 L Pt AR T .
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o TERZHUEH T, HBAEMRSSHmELE — N T I, AR P it E. X
FE—2k, MR PHERE BIRGSISESh T Z 8% T, Bl e0I05R890A )i
FHILURMEE T, {H2EEH:2] OpenVPN Ik ss#s 1t F 2R, SN SA—
TAP 2 R 25 2 it 1) AR W 422 UMY COF HAT W) R T I 3 31 IR 25 2 1 25 L
) TAP 22 40 SRAE k45 s B B SCPF LI T client-to-client 16100 .

YA - Windows T HJ LK PIHFEE
Check out this HOWTO by Adam Pavelec.

Windows Notes U [fiif3 8 2 5% - LK RIHr (1115 ] o

PHH - Linux FARPURMINE, BLERA

TX L PHACKE AL R Linux (0 AT sh 457 1E . 7F OpenVPN & AT 401 sample-scripts 1 LA
.

sample-scripts/bridge-start

#!/bin/bash

HH IR

# Set up Ethernet bridge on Linux

# Requires: bridge-utils

HH IR

# Define Bridge Interface

# & PN

br="br0"

# Define list of TAP interfaces to be bridged,

# for example tap=""tap0 tap1 tap2".
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# B X EEREN TAP £ 03XK, W:
tap=""tap0"
# Define physical ethernet interface to be bridged
# with TAP interface(s) above.
# S XTHEMN TAP £ O WEEN
eth="eth0"
eth_ip="192.168.8.4"
eth_netmask="255.255.255.0"
eth_broadcast="192.168.8.255"
for t in Stap; do
openvpn --mKktun --dev $t
done
bretl addbr $br
bretl addif $br Seth
for t in Stap; do
bretl addif $br $t
done
for t in Stap; do
ifconfig $t 0.0.0.0 promisc up
done
ifconfig $eth 0.0.0.0 promisc up

ifconfig $br $eth_ip netmask $eth_netmask broadcast $eth_broadcast



sample-scripts/bridge-stop

#!/bin/bash
HH R
# Tear Down Ethernet bridge on Linux
HHBHHHH IR R
# Define Bridge Interface
br="br("
# Define list of TAP interfaces to be bridged together
tap=""tap0"
ifconfig $br down
bretl delbr $br
for t in Stap; do

openvpn --rmtun --dev $t

done



A28 1] TUN #5505, OpenVPN 1 ifconfig-pool & 5545 J11/30 - (— A% /7 3 v JTT 4 A
T 1P Hibk)?

XN T A Windows R 1% 7 i 3%, BT TAP-Win32 (1) TUN B i BR 1, OpenVPN
AR g aBe— N30 -, anBhiEdE OpenVPN AR 4543 1 # 2& 3E Windows 25 7 diy ,
D) e] LAAE BC S A A4 ifconfig-pool-linear 4548 % ix —4T 4 .

#£ OpenVPN 2.0 1, OpenVPN 553 il EAAEAAT —A> tun 452 LA EAC B 2 AN 20 7 g
TR, T LORRAE I 55 i E A B 25 3 51 PP ARG 38 41 R SENT OpenVPN [ 1)
—ANER. {E OpenVPN A FRIE /5 24 BN ) i B I b —A> i B RO HE . W R PT A 1Y
O/S K tun 311 A ZLIER PP JERE, U OpenVPN filk 55 &A% —> IP Huhik &g~
Ui A9 S A —A 1P kb & AT USRI o

fHZ&, Windows i) TUN/TAP K SEILIFASCHRFELIE ) PP 34, e2idid—M30 1M
KB . FrLL, BSETE OpenVPN il &5 #% FI ¥ E RS 2 M — A PP % £
192.168.1.1<->192.168.1.2.

SRJG OpenVPN bk —ANEREI % S0 Bl — N30 15 R, 55—AN30 1 W (ki I 55 24k
FHIT) A2

192.168.1.4/30

192.168.1.4 -- W25

192.168.1.5 -- 7+ OpenVPN K 45 diit L (K] FE 0L 1P Mtk

192.168.1.6 -- 4>BLLE % T v

192.168.1.7 -- J %&bk

FLEK OpenVPN R4S 4% Ja W2 et oy, 7 BEeh % 7 s N (push) — 4k i, A Hl
it 192.168.1.5 . K4 192.168.1.5 f OpenVPN fR 45 P EB 1 — AN Eduh 1P Huhl,  FHAER%
F1ff—i 24 (endpoint), 7L OpenVPN i % 751X — i) ping 0.1 192.168.1.1 J& iR
S E RS LN ESE P Huhl, BTCLE 2 W ping £

REIR D 728 1P ik, (ERIREERCE AT AE OpenVPN IS RF IR BT AT #04F R gt b Ok
R BN B Jr ik

TAP-Win32 IRENELFE T —ANA R 192.168.1.6 1P Hililb ) DHCP R4-2%, Xt 2R & 3
192.168.1.5 1} DHCP IR %% e Huhik (R s 5 T
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